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Abstract of the contribution: This paper proposes a solution to the onboarding and provisioning of UEs, KI#4 in 3GPP TR 23.700-07. The solution is based on activating a special configuration PDU session through the User Plane. 
1
Proposal

It is proposed to include the following into TR 23.700-07.

*** Start of changes ***

2
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*** Next change ***

6.X
Solution #<X>: User Plane-Based UE Onboarding and Provisioning Solution

6.X.1
Introduction

This is a solution for Key Issue #4: UE Onboarding and Provisioning Solution.

The solution is based on authenticating the Device Vendor (DV) or the UE loaded with a UE certificate, authorizing the UE to perform the onboarding procedure, and establishing a temporary and restricted PDU Session for the purpose of remote provisioning the UE with credentials and configuration parameters for enabling regular access to the NPN.

6.X.2
Functional Description

Figure 6.X.2-1 illustrates the architecture of the user plane-based onboarding solution. The solution assumes the presence of a Default Credential Server (DCS), which can authenticate the DV and authorize the UE to proceed with the onboarding procedure. It is assumed that this DCS is administered by the Home Network (HN) e.g. an SNPN.

The architecture also assumes the presence of a provisioning server, also administered by the HN or a delegated administration entity, which is able to provide the configuration parameters of the HN to the UE. However, the details of the protocols and data models of the provisioning server are outside the scope of this specification.
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Figure 6.X.2-1: User Plane-Based Onboarding architecture 
6.X.3
Procedures

6.X.3.1
General

Figure 6.X.3-1 provides an overall view of the user plane-based solution for onboarding and configuring UEs.
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Figure 6.X.3-1: Overview of the User Plane-based Onboarding solution 

A1: The UE is pre-configured with a digital certificate that identifies the DV i.e. the vendor or manufacturer of the UE. This certificate need not be different for every UE, since it merely identifiers the UE vendor or manufacturer, but not the UE. The UE is assumed to be uniquely identifiable with a unique identifier, such as a host ID or a MAC address. Alternatively, the UE may be provisioned with a unique UE certificate, but in this case each UE is required to be provisioned with a unique certificate.

Editor's note:
The security assumptions and details must be confirmed by SA3.

A2: The DCS of the HN is provisioned with the certificate path of the DV, as well as the unique UE identifier (e.g., host ID or MAC address) of the UEs that are authorized to perform the onboarding procedure. If UE-specific certificates are used, the DCS is provisioned, instead, with the UE-specific certificates of the UEs that are authorized to perform the onboarding procedure. The UDM of the HN is also provisioned with the SUPI of the UE to be used for the onboarding procedure and is authorized just to establish PDU Sessions with a request type of “Configuration PDU Session”.

B:
The UE, either manually or automatically (e.g., due to the lack of a valid UE configuration to access the network) selects an access network and initiates the onboarding process. During this initial access/registration the UE initiates a dedicated registration procedure, whereby the UE uses a specially crafted SUPI just for the onboarding process. The HN authenticates either the DV of the UE (through a vendor’s certificate) or the UE (through UE’s certificate). Then the network authorizes the UE to continue with the onboarding process.

Editor's note:
Whether the UE can also authenticate the HN is FFS.

C:
The UE starts a Configuration PDU Session. This is a special PDU session that does not provide general connectivity, but just access to a Provisioning server.

D: The provisioning server must be provisioned with the data to be configured to the UE. This may include the SUPI to be used, network credentials to access the NPN, and configuration parameters related to regular PDU sessions (e.g., DNN, S-NSSAI, etc). All these data may be provisioned well in advance or created in real time when the UE requested them. The network credentials can be either 3GPP credentials (i.e. SUPI and associated key for AKA) or non-3GPP credentials (e.g. user identifier in NAI format and associated digital certificate).

E: Once the UE has got a Configuration PDU Session up and running, the UE establishes and application-level session toward the provisioning server for retrieving network credentials and personalized configuration data. The discovery of the provisioning server, as well as the usage of application-level session protocols, procedures, and data models, are outside the scope of this specification.

F:
Once the UE provisioning is completed, the UE closes the Configuration PDU Session and de-registers from the network.

G:
The UE uses the provisioned data to perform a regular registration procedure to the HN using the provisioned data. 

6.X.3.2
Initial Access/Registration

This clause provides details of the initial access of the UE (step B in Figure 6.X.3-1). The procedure is based on the initial registration of the UE specified in 3GPP TS 23.502 [xx]. Figure 6.x.3.2-1 provides the sequence flow of the initial access of the onboarding procedure.
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Figure 6.X.3.2-1: Initial access sequence flow of Onboarding solution 

1.
The UE receives a trigger to initiate the onboarding procedure. This trigger may be manual, for example provoked by a user pressing a given combination of keys, or can be automatically provoked, e.g., due to the UE starting and not being previously provisioned.

2.
The UE selects a network to connect to. This network selection ca be manual, if a user selects a network from a list of available networks, or automatic, e.g., if the UE is provisioned with a list of PLMN IDs and NIDs to connect to.
Editor’s note:
Whether NG-RAN broadcasts special information for onboarding, e.g. indicating that onboarding is supported, is FFS and if used, then (R)AN can select a specific AMF for onboarding.
3. 
The UE crafts a special SUPI used for the onboarding procedure. This SUPI may be derived from any of the Host ID of the UE, its MAC address, or Subject field in a UE digital certificate. Then the UE sends a Registration Request to the access network including AN parameters and Registration Request (Registration type set to “onboarding”, Onboarding SUPI, and PEI). The Registration type indicates that the UE wants to perform and Onboarding procedure. 

Editor’s note:
The exact details of the composition of this SUPI for onboarding procedure are FFS. Whether a specific indication in RRC is needed is FFS.
4.
The (R)AN allocates a default AMF. It is assumed that a default AMF can serve the onboarding procedure.

5. 
The AMF receives an N2 message (N2 parameters, Registration Request as per step 3). When NG-RAN is used, the N2 parameters include the PLMN ID and the NID, Location information and Cell Identity related to the cell in which the UE is camping, UE Context Request which indicates that a UE context including security information needs to be setup at the NG-RAN.

6.
The AMF selects an AUSF and sends an Authentication request to it.
Editor’s note:
Whether a special AUSF is selected for onboarding is FFS, e.g. AUSF indicating it support onboarding.
7,8. The AUSF authenticates the supplied SUPI. This may require additional interaction between the AUSF and the UE, e.g., to request the UE to supply a vendor certificate or UE certificate. Depending on the supplied SUPI and the authentication mechanism, the AUSF may also need to contact a DCS and/or UDM for authentication and/or authorization purposes. 

Editor’s note:
The exact details of authentication and authorization is FFS and must be agreed with SA3.

9,10: The AMF and the UE initiate a NAS Security Mode Command procedure, as per 3GPP TS 33.501 [yy].

11,12: The AMF registers the onboarding SUPI in UDM.

13,14: The AMF retrieves from UDM the Access and Mobility Subscription data for the SUPI subject to the onboarding procedure. The AMF enforces access and mobility restrictions as per a regular registration.

15: The AMF sends to the UE a Registration accept message, including Registration area, Mobility restrictions, Allowed S-NSSAI and Mapping of Allowed S-NSSAI (S-NSSAI of an authorized configuration PDU Session), and other relevant information, as per regular registration.

6.X.3.3 Configuration PDU Session Establishment

This clause provides details of the configuration PDU session establishments (step C in Figure 6.X.3-1). The procedure is based on the PDU Session Establishment specified in 3GPP TS 23.502 [xx].
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Figure 6.X.3.3-1: Configuration PDU Session establishment sequence flow of the Onboarding solution 

1.
The UE sends a NAS message to request the establishment of a new PDU Session. The request includes S-NSSAI(s) from the Allowed NSSAIs, PDU Session ID, Request type set to “Configuration PDU Session”, N1 SM container (PDU Session Establishment Request, [Port Management Information Container]). The request need not contain a UE-requested DNN.

2.
The AMF determines that this is a request for a new “Configuration PDU Session” for this UE and authorizes the establishment of this PDU session. The AMF selects an SMF that can handle a Configuration PDU Session for the Requested S-NSSAIs.

3.
The AMF sends an Nsmf_PDUSession_Create_SMContext request to the selected SMF, including the SUPI, S-NSSAI(s), PDU Session ID, and Request Type.

4,5. The SMF retrieves Session Management Subscription data for this SUPI using Nudm_SDM_Get (SUPI, S-NSSAI). The UDM returns the subscription data that authorizes a Configuration PDU Session. The SMF authorizes the establishment of the Configuration PDU Session. 

6.
The SMF informs the AMF with Nsmf_PDUSession_CreateSMContext Response of the result of the Configuration PDU Session establishment. 

7.
The SMF selects a UPF that is able to provide access to a provisioning server.

8,9. The SMF establishes the Configuration PDU session with the UPF by sending an N4 Session Establishment Request, including enforcement and reporting rules that preclude other access than just to a provisioning server.

10.
The SMF sends to the AMF an Namf_Communication_N1N2MessageTransfer (PDU Session ID, N2 SM Information (PDU Session ID, QFI, QoS Profile, CN Tunnel Info, S-NSSAI, Session AMBR, PDU Session Type, User Plane Security Enforcement information, UE integrity Protection Maximum Data Rate, RSN), N1 SM container (PDU Session Establishment Accept ([QoS Rule(s) and QoS Flow level QoS parameters if needed for the QoS Flow(s) associated with the QoS rule(s)], selected SSC mode, S‑NSSAI(s), allocated IPv4 address, interface identifier, Session-AMBR, selected PDU Session Type, [Reflective QoS Timer] (if available)).

11.
The AMF sends to the (R)AN an N2 PDU Session Request (N2 SM information, NAS message (PDU Session ID, N1 SM container (PDU Session Establishment Accept))).

12.
(R)AN to UE: The (R)AN may issue AN specific signalling exchange with the UE that is related with the information received from SMF. 

6.X.3.4
UE Provisioning

This clause provides details of the UE Provisioning procedure (step E in Figure 6.X.3-1).

UE Provisioning details includes the UE establishing an application-level session toward a provisioning server. The details of discovery and application-level session establishment, as well as the data model used to provisioning the UE are outside the scope of this specification. 

6.X.4
Impacts on existing entities and interfaces

Editor's note:
This clause lists impacts to existing entities and interfaces.

*** End of changes ***
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